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Abstract

To provide safe data communication, substitution boxes are employed in a variety of frame-
works and cryptosystems. The acceptance of the AES encryption standard posed a challenge
for security experts to develop sustainable substitution boxes utilizing various underlying
techniques. It is because they are solely responsible to determine whether a cryptosystem is
resistant to differential and linear cryptanalyses. The present study revealed a novel algebraic
scheme of designing S-boxes with almost optimal characteristics to satisfy the robustness
criteria. In literature, many S-box generation techniques based on Galois field of order 256
have been developed. Unlike existing Galois fields-based S-box methods, we utilized two
Galois fields GF(27) of order 128 with different structures for the construction of initial seed
S-box, that forms a solid foundation for further optimization of the proposed technique. Then,
for the merit of non-linearity optimization, we consider the action of the permutation group
Cessgg X C4 x C4 on initial S-box to enhance the proficiency of generated S-box. The quality
of anticipated S-box is examined through various well-known performance parameters. The
encouraging outcomes of standard performance analyses confirm that the generated S-box
fulfills all the requirements for secure communication and image encryption.
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1 Introduction

Cryptography assists people and associations to keep safe their secret data. Various symmetric
and asymmetric ciphers were developed for this purpose. Symmetric ciphers are simple and
efficient unlike asymmetric ciphers, consume less computing resources. Symmetric ciphers
have been categorized into block and stream ciphers (Bhanot and Hans 2015). The block
cipher encodes a plaintext block of a certain length that contains several bits at a time. On the
other hand, a stream cipher enciphers the messages in bit-by-bit manner. The block ciphers
are actively utilized in Internet correspondence while stream ciphers are valuable in the
circumstance where computing assets are minimal or proficiency is not the primary issue.

A block cipher helps to accomplish information privacy, which is one of the objectives
of cryptography. It is one of the most broadly utilized tools for ensuring the security of
information (Paar and Pelzl 2009). The present-day mainstream symmetric ciphers, such as
AES, IDEA, Blowfish, and DES, are all block ciphers. Block ciphers are easy to implement
and secure than the stream ciphers (Shamir 2004). Many of the block ciphers based on
substitution and permutation operations or the Feistel structure. Block ciphers depending
upon the Feistel structure split the plaintext block into two or more sections and execute
various operations. DES, Kasumi, Blowfish, Camellia are some examples of Feistel Cipher.
In substitution—permutation ciphers, (Lambi¢ and Zivkovi¢ 2013) used sub-keys and multiple
sets of rounds to transform plaintext into ciphertext. In addition to various tasks, substitutions
and permutations are carried out on the input bits in each round,. AES, SQUARE, PRESENT
and SHARK are among the famous block ciphers that use substitution and permutation
operations.

Let Z, = {0, 1}, it is well known that Z; is a field under multiplication modulo 2 and a
function B : Z), — Z, is called Boolean mapping. A vectorial Boolean mapping y : Z; —
75 is defined as; y (z) = (B1(2), B2(2), ..., Bm(2)), Where z = (21, 22, ..., 2n) € Z} and B;
is Boolean mapping, for all i = 1,2,...,m. A substitution box of size n x n is precisely defined
as a vectorial Boolean mapping v : Z5 — Z5. In other words, an n x n substitution box
picks an n bits block and converts it to an n bits output. It behaves like a non-linear mapping
Y from {0, 1}"* to {0, 1}" (Makarim and Tezcan 2014). A Boolean map S; is considered
to be balanced if there is a balanced distribution of 1’s and 0’s in its outputs (Picek et al.
2015). The n x n S-boxes have great importance in several cryptographic systems and S-P
network-based ciphers. Many well-known ciphers, including KASUMI, AES, KECCAK,
ARIA, PRESENT, hash function, etc. use them (Knudsen and Robshaw 2011). Recently, the
use of S-boxes has also been explored for image/video encryption schemes, pseudo-random
sequence design and watermarking etc.

The extraordinary importance of substitution boxes in various cryptographic schemes
inspires cryptographers to construct S-boxes possessing adequate strength to counter different
attacks. In the recent past, many researchers have developed a number of methods for S-box
generation. An innovative method to develop key dependent substitution box is proposed in
Kazlauskas and Kazlauskas (2009). The authors announced to enhance the safety level of AES
block encryption. In (Usama et al. 2019), Usama et al. proposed a systematic method of S-box
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generation based on mixing properties of the chaotic sine map. Jamal et al. combined chaotic
Tent-Sine function and linear transformations to evolve reliable S-boxes (Jamal et al. 2019).
In (Zhang et al. 2018), the authors presented a new algorithm based on I-Ching operators
to generate their S-box. The strength of S-box was determined by various analyses. The
results showed that it has very good cryptographic qualities. Javeed et al. (Javeed and Shah
2020) proposed a strong substitution box using Rabinovich—Fabrikant equations. A graphical
method for S-box generation has been presented in Shahzad et al. (2019). The authors used
coset graphs for the alternating group A4 and suggested a high-quality S-box. Razaq et al.
(2020) presented an innovative method to improve the quality of already developed S-boxes
while preserving their actual mathematical structure. In (Ozkaynak 2019a), a secure S-box
based on Réssler hyper-chaotic system of equation has been designed by Ozkaynak. The new
scheme for generating a large number of different S-boxes based on different permutations
was presented in Roslan et al. (2019). According to the authors, more than 50% of the
generated S-boxes have NL scores greater than 100, while the NL value of the best S-box is
110.

The present research reveals a new approach to design robust S-boxes for block ciphers.
The accompanying contemplations were taken into account while constructing our S-box:

e The generated S-box should be cryptographically strong and meet the required standard
of information security.

e The S-box must possess a sufficient level of confusion and perplexity, but the method of
its construction remains simple and computationally low.

e The S-box should maintain a decent score when examined through modern cryptographic
performance evaluation parameters.

e The S-box must be suitable for multimedia image encryption.

The S-box design technique introduced in this work is neoteric and proves to be more
efficient as compared to other algebraic techniques displayed in the literature. Many 8 x 8
S-box generation techniques based on Galois field of order 256, denoted by GF(2%), have
been presented in the literature. As far as we know, it is the first endeavor to create 8 x 8
S-boxes using two Galois fields of order 128. Furthermore, we consider the action of the
permutation group Ceggg X C4 X C4 on the initial S-box for further enhancement of its
strength and stiffness. After the S-box was developed, performance evaluation was carried
out to measure its cryptographic strength. It is found that the generated S-box has excellent
cryptographic qualities compared to other recently developed S-boxes. The outcomes showed
that our S-box is a decent choice for image encryption.

The remainder of the article is divided into the following sections. The suggested algebraic
technique for S-box construction is described in Sect. 2. By performing different renowned
cryptographic tests, the security of the generated S-box is evaluated in Sect. 3. Majority Logic
Criterion is presented in Sect. 4. Section 5 deals with differential analyses for the generated
cryptosystem. Section 6 concludes this study.

2 Algebraic construction of S-box

This section is devoted to the structure of our generated S-box. Before we explore the existing
algorithm, it is important to reiterate some facts regarding Galois fields GF(2"). Before the
turn of the 19th century, algebraists believed that every finite field is of prime order. It was
Evariste Galois (1811-1832) who constructed finite fields of order p", where p is a prime
number and n is a positive integer, know as Galois fields, denoted by GF(p"). Galois showed
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that GF(p") = Z,[X1/ f@) = {0.0.a%, @, ... @~ =1}, where Z,[X] is the field
extension of finite field of order p, denoted by Z, and f () denotes an irreducible polynomial
of degree n over Zj. In simple words, every irreducible polynomial of degree n over Z,
generates a Galois field GF(p”"). Note that, for fixed n and p, there are several irreducible
polynomials of degree n over Z,, so we can develop more than one Galois fields GF(p").
Since an 8 x 8 S-box has 256 elements and 25 = 256, therefore Galois field GF(2%) becomes
important in the generation of 8 x 8 S-boxes. In the literature, numerous techniques of S-box
construction based on G F ((28) have been presented. In AES (Daemen and Rijmen 1999),
the construction of S-box is based on irreducible polynomial f () = 14+a+a+a*+ad.In
(Altalebetal. 2017; Hussain et al. 2013), Hussainetal. used f(¢) = 14+« +al+al+at+ab
in their S-box construction schemes. Farwa et al. (2016) proposed an S-box using f(«) =
1 4+ a* + o + a® + o. In this work, we have developed a novel scheme for the formation
of 8 x 8 S-box using two Galois fields of order 128, namely G F;(27) and G F»(27), for the
first time. The following irreducible polynomials

fl@)=1+a*+a’

g(w):1+w+w2+w3+w7

are used to generate the elements of G F1(27) and G F»(27) respectively (see Tables 1,2).

2.1 Proposed scheme

Step A: First, we write the elements of both the fields GF(27) and GF»(27) ina 16 x 16
matrix M) (see Table 3) in the following way. The elements 0, o' ,0,0%, ... of GF(27) are
set at 1st, 3rd 5th, 7th, ... position of the 1st row of M1, whereas, the elements 0, ol w?, @°,
... of GF»(27) are placed at 2nd, 4th, 6th and 8th, ... position of the Ist row. Similarly, all
other elements of both the field are arranged in M.

Leta; j denote the element of 16 x 16 matrix which is lying in the ith row and jth column,
1 = n(mod8) and x = { % 1f8d1v1F1es n
[%] otherwise
Mathematically, M can be constructed by the following rule;

0e GF1(27) — daiy, 1
0eGRQ2") = a,
" e GF(2) - Qe 2p+1

" € GF(2T) = acout2

Step B: In this step, we create intricacy in the data. For this purpose, the following mapping
is applied on M| and a new matrix M, is generated (see Table 4).

o — 0t77n-§—13(m0d)127

" — w101n+17(m0d)]27
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Step C: Both the matrices M and M» are not bijective. This issue is resolved by applying
the following rule on M>:

" { ur if 4" = " and is even or u" = " and is odd

u" + 128 if 4" = " and is odd or u" = " and is even

This will generate our initial proposed S-box M3 (see Table 5). We found that M3 has
adequate cryptographic strength. Its average non-linearity score is 104.75.

The last procedural step D is carried out to improve the cryptographic quality of the initial
S-box using the action of a permutation group Cgggg x C4 x Cy4 of order 110,208.

Step D: Each permutation definedonaset {1, 2, 3, ..., 256} of 256 elements reshuffles the
entries of S-box. In this step, we consider the action of a group of permutations Cgggg X C4 X C4
on M3. The group Cegsg X C4 x C4 is generated by 3 elements a,b, and ¢, where

a = (1,207,60,187,67,224,26,161,220,68,17,199,190,25,253,106,76,216,120,41,182,94,
39,200,123,112,252,131,95,219,236,212,158,256,29,107,97,111,99,130,167,217,166,247,
231,163,177,153,210,52,178,89,14,96,133,28,221,132,108,186,98,75,250,145,127,198,35,
30,141,19,232,121,113,159,116,79,214,230,58,59,244,4,9,110,78,191,18,246,82,180,203,
175,208,5,228,53,20,118,189,74,245,64,115,45,72,240,205,126,114,188,197,109,56,90,69,
184,149,211,237,124,24,65,117,248,209,238,249,15,49,2,148,242,85,93,73,33,233,57,105,
218,8,165,46,122,51,157,227,143,234,32,170,22,6,134,169,7,71,139,202,23,13,81,255,204).

b=(3,44,16,125,223,91,12,152,136,50,83,54,88,213,241,87,43,171,103,42,147,137,201,
146,70,251,47,34,31,101,229,40,62,239,55,77,36,86,63,104,142,235,162,192,254,
48,27,37,80,206,129,84,21,225,119,181,168,11,185,154,195,150,61,176,66,128,183,164,
196,160,140,92,102,173,172,174,10,151,135,193,38,144,194,155).

¢ =(100,179,243,222,138,156,226,215).

We have found the finite presentation

{(a,b,c: a == =aba b =aca ¢ = beb 7! = 1)

of Ceggs X C4 x C4 using GAP, a software to compute many group theoretic components.

It has 110,208 elements, written in the form of product its generators a,b, and c. A GAP
structural description of Cgggg x C4 x Cy4 is displayed in Fig. 1. The action of each element
of Ceggs x C4 x C4 on M3 evolves an S-box. Following extensive analysis and investigation,
it was discovered that the S-box related to a*’b7¢> € Ceggsg x Cs x C4 has the highest
NL score. This S-box is marked as our suggested S-box. (See Table 6). An overview of all
S-boxes generated by group action is presented in Table 7 which indicates the strength of the
action of Cgggg X C4 X C4 on M3.

3 Performance analyses

To assess the cryptographic quality of generated S-box, some widespread performance param-
eters, such as non-linearity, bit independence criterion, differential and linear approximation
probabilities, and strict avalanche criterion, have been exploited. In this section, a brief
discussion about these security analyses and their outcomes for proposed S-box has been
present.
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(@] /proc/cygdrive/C/gap-4.10.2/gap.exe -1 /proc/cygdrive/C/gap-410.2
Configuration: gmp 6.1.2, readline
Loading the library and packages ...
Packages: AClib 1.3.1, Alnuth 3.1.1, AtlasRep 2.1.0, AutoDoc 2019.05.20, AutPGrp 1.10, Browse 1.8.8, CRISP 1.4.4,
Cryst 4.1.19, CrystCat 1.1.9, CTblLib 1.2.2, FactInt 1.6.2, FGA 1.4.0, Forms 1.2.5, GAPDoc 1.6.2,
genss 1.6.5, I0 4.6.0, IRREDSOL 1.4, LAGUNA 3.9.3, orb 4.8.2, Polenta 1.3.8, Polycyclic 2.14,
PrimGrp 3.3.2, RadiRoot 2.8, recog 1.3.2, ResClasses 4.7.2, SmallGrp 1.3, Sophus 1.24, SpinSym 1.5.1,
TomLib 1.2.8, TransGrp 2.0.4, utils 0.63
Try '??help’ for help. See also '?copyright’', '?cite’ and 'Zauthors’
gap> a:=(1,207,60,187,67,224,26,161,220,68,17,199,190,25,253,106,76,216,120,41,182,94, 39,200,123,112,252,131, 95,219,236,
212,158,256,29,107,97,111,99,130,167,217,166,247,231,163,177,153,210,52,178, 89,14, 96,133, 28, 221,132,108,186, 98,75, 250,14
5,127,198,35,30,141,19,232,121,113,159,116,79,214,230,58,59,244,4,9,110,78,191,18, 246, 82,180,203,175,208,5,228,53,20,118
,189,74,245,64,115,45,72,240,205,126,114,188,197,109,56,90,69,184,149,211,237,124,24,65,117,248,209,238,249,15,49,2,148,
242,85,93,73,33,233,57,105,218,8,165,46,122,51,157,227,143,234, 32,170, 22,6,134,169,7,71,139,202,23,13,81,255,204) ; p:= Pr
esentationViaCosetTable (g);

(1,207,60,187,67,224,26,161,220,68,17,199,190, 25,253,106, 76,216,120,41,182, 94, 39, 200,123,112, 252,131, 95,219, 236,212,
158,256,29,107,97,111,99,130,167,217,166,247,231,163,177,153,210,52,178, 89,14, 96,133, 28,221,132,108,186,98, 75,250,145,
127,198,35,30,141,19,232,121,113,159,116,79,214,230,58,59,244,4,9,110,78,191,18, 246, 82,180, 203,175, 208,5, 228,53, 20,
118,189,74,245,64,115,45,72,240,205,126,114,188,197,109,56,90,69,184,149,211,237,124,24,65,117,248,209,238,249,15,49,
2,148,242,85,93,73,33,233,57,105,218,8,165,46,122,51,157,227,143,234,32,170,22,6,134,169,7,71,139,202,23,13, 81,255,
204)

gap> b:=(3,44,16,125,223,91,12,152,136,50,83,54,88,213,241,87,43,171,103,42,147,137,201,146,70,251,47,34,31,101,229,40,6
2,239,55,77,36,86,63,104,142,235,162,192,254,48,27,37,80,206,129,84,21,225,119,181,168,11,185,154,195,150,61,176,66,128,
183,164,196,160,140,92,102,173,172,174,10,151,135,193,38,144,194,155);
(3,44,16,125,223,91,12,152,136,50,83,54,88,213,241,87,43,171,103,42,147,137,201,146,70,251,47, 34,31,101,229,40,62,239,
55,77,36,86,63,104,142,235,162,192,254,48,27,37,80,206,129,84,21,225,119,181,168,11,185,154,195,150,61,176,66,128,183,
164,196,160,140,92,102,173,172,174,10,151,135,193,38,144,194,155)

gap> c:=(100,179,243,222,138,156,226,215);

(100,179,243,222,138,156,226,215)

gap> g:=Group(a,b,c);

<permutation group with 3 generators>

gap> Size (9);

k:=FpGroupPresentation (p);

TzPrintRelators (p);

110208

gap> p:= PresentationViaCosetTable (g);

StructureDescription (g);

<presentation with 3 gens and 6 rels of total length 268>

gap> k:=FpGroupPresentation (p);

<fp group on the generators [ f1, f2, f3 ]>

gap> TzPrintRelators (p);

#1 1. fi=f2=f1A-1=f2A-1

#1 2. fi*f3*f1A-1%f3A-1

#I 3. f2f3%f2A-1+f3A-1

#1 4. f3A8

#I 5. f2A84

#I 6. fire4

gap> StructureDescription (g);

"C6888 x C4 x C4"

Aans

Fig. 1 A screenshot image of the GAP describing algebraic structure of Cgggg x Cq X Cy

3.1 Nonlinearity

An S-box is required to create a certain degree of disorder in the information to protect the
data from various security attacks by unauthorized persons. The non-linearity analysis is
utilized to test the ability of an S-box 1 to create confusion (Pieprzyk and Finkelstein 1988).
Mathematically, it is defined as:

N@) = ap "™y € GF(2¥) ta, ¥ (y) # b,y Bz}

where a € GF(28), b € GF(ZS)\{O} and ¢ € GF(2). A highly non-linear S-box can
produce disarray in the Information. The average non-linearity of suggested S-box is 110.75,
which is good enough to create confusion in the data. The NL of the proposed S-box is shown
in Table 8 and comparison is done with recently developed S-boxes is in Table 9.

3.2 Strict avalanche criterion

To develop a secure cryptographic system, adequate avalanche effects are compulsory. Web-
sters and Tavares originated the idea of strict avalanche criterion (Webster and Tavares 1985).
Let a(z) : GF(2") — GF(2) be a Boolean function. SAC is said to be satisfied, if by switch-
ing a single input bit the likelihood of a change in output bit is 50%. SAC is an important
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Table 7 Analysis of Nonlinearity scores of all S-boxes generated by applying Ceggg x C4 x C4 on M3

Nonlinearity < 100 > 100 > 105 > 106 > 107 > 108 > 109 > 110

Number of S-boxes 20,388 89,820 12,123 7899 1556 144 19 5

Table 8 Nonlinearity values of all Boolean functions of generated S-box

Boolean function f1 f2 /3 fa fs fe 1 I3

Score 112 110 110 112 112 110 110 112

Table 9 Performance comparison of different S-boxes

S-box Nonlinearity SAC BIC-NL DU LP
min max Mean
Proposed S-box 110 112 110.75 05012 110.64 6 0.0781
AES (Daemen and Rijmen 112 112 112 0.5058 112 4 0.0625
1999)

Zhang et al. (2018) 108 110 108.75  0.4946 94 10 0.1328
Alzaidi et al. (2018b) 110 112 110.25  0.50 104 10 0.125
Khan et al. (2016) 84 106 100 0.4812 96 16 0.1796
Yong and Peng (2012) 108 110 109 0.5026 102 10 0.1406
Guesmi et al. (2014) 106 110 107.5 0.4971 196 10 0.125
Ahmad et al. (2015) 106 110 107 0.5015 98 10 0.1484
Tian and Lu (2016) 106 110 108 0 .5073 100 10 0.1523
Ahmad et al. (2016) 106 110 107.5 0 .5036 90 10 0.1484
Farah et al. (2017) 104 110 106.5 0.4995 98 10 0.1172
Ahmed et al. (2019) 106 108 107.5 0.4943 98 10 0.125
Khan et al. (2013) 100 106 105.5 0.4946 96 10 0.1328
Lambi¢ (2014) 108 112 109.25 05012 104 8 0.0937
Lambi¢ (2017) 106 108 106.75  0.5034 100 10 0.1328
Ullah et al. (2017) 106 108 106.75  0.4939 102 16 0.125
Jamal and Shah (2018) 106 108 107.25  0.5034 98 12 0.1328
Hussain et al. (2022) 110 112 11.50  0.4878 111.64 6 0.070
Ozkaynak (2019b) 106 108 106.75  0.4941 98 10 0.125
Ye and Zhimao (2018) 104 108 106.75  0.4076 98 10 0.1328
Silva-Garcia et al. (2018) 102 108 106 0.5066 96 12 0.1445
Yi et al. (2019) 106 110 107.75  0.4976 100 10 0.125
Alzaidi et al. (2018a) 108 110 109.5 0.4985 98 10 0.1328
Solami et al. (2018) 106 110 108.5 0.5017 100 10 0.1328
Hussain et al. (2020) 104 110 106.87  0.509 106.11 8 0.113
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Table 10 SAC outcomes of generated S-box

0.5156 0.4844 0.5312 0.5156 0.5 0.5156 050 0.5312
0.4375 0.5 0.5156 0.4531 0.5469 0.5156 0.4688 0.4844
0.5 0.5469 0.5781 0.5312 0.5156 0.5469 0.5312 0.4844
0.4844 0.4531 0.4531 0.5625 0.5 0.5469 0.4531 0.5156
0.5625 0.5 0.5156 0.4219 0.5156 0.4844 0.5 0.5312
0.4531 0.5625 0.4375 0.5625 0.4531 0.5156 0.5469 0.4688
0.5156 0.4688 0.5156 0.4531 0.4688 0.4688 0.5312 0.4844
0.4375 0.4688 0.5 0.5156 0.4844 0.4688 0.5312 0.5156

characteristic of an S-box to counter various cryptographic attacks. A dependency matrix is
utilized to compute value of SAC. The dependency matrix for the newly generated S-box is
provided in Table 10. A substitution box is considered to fulfill the requirements of SAC if
the average of all entries of the matrix is close to the ideal estimation of 0.5. The average
score of SAC for our S-box is 0.5012. A comparison of the SAC values between generated
S-boxes and different recently developed S-boxes is given in Table 9.

3.3 Output bits independent criteria

Itis another important characteristic to determine the quality of S-boxes, which was presented
in Webster and Tavares (1985). The close to the optimal score of BIC means that, for a given
set of avalanche vectors generated by changing only one bit, the avalanche variables are pair-
wise autonomous. In (Webster and Tavares 1985), it is stated that for a Boolean mapping #;
and two bits output bit &;, h; @ h; should possess high value of non-linearity to guarantee
the value of correlation coefficient of each output bit approximately zero when a single input
bit is changed. The outcomes of BIC Test for non-linearity and SAC of generated S-box are
presented in Tables 11 and 12 respectively. The average BIC non-linearity score our S-box
is 110.64. The average of BIC-SAC is 0.4987, that is nearly equal to the optimal value 0.5.
Thus, the generated S-box met the requirements of the BIC.

Table 11 BIC non-linearity values of suggested S-box

- 110 110 112 112 110 110 112
110 - 112 110 112 110 110 108
110 112 - 112 110 110 110 110
112 110 112 - 112 112 110 110
112 112 110 112 - 108 108 112
110 110 110 112 108 - 112 112
110 110 110 110 108 112 - 112
112 108 110 110 112 112 112 -
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Table 12 BIC outcomes for SAC

- 0.4648 0.4961 0.5039 0.5137 0.5254 0.4883 0.4863
0.4648 - 0.4902 0.4961 0.5215 0.5273 0.4902 0.5
0.4961 0.4902 - 0.4863 0.4961 0.4863 0.4941 0.4805
0.5039 0.4961 0.4863 - 0.4883 0.4844 0.5195 0.5059
0.5137 0.5215 0.4961 0.4883 - 0.5078 0.5156 0.5176
0.5254 0.5273 0.4863 0.4844 0.5078 - 0.4688 0.5039
0.4883 0.4902 0.4941 0.5195 0.5156 0.4688 - 0.5039
0.4863 5 0.4805 0.5059 0.5176 0.5039 0.5039 -

3.4 Differential uniformity

This important analysis was introduced by Biham and Shamir (Biham and Shamir 1991). The
mapping from the input bits to the output bits is examined to calculate Differential Uniformity
score. The focus of this test is on ensuring the different homogeneity. The input differential
Ah should be uniquely associated with an output differential Ak. The mathematical formula
to compute differential uniformity score is given as

DU = apzo.ak " [# th € I : S(h) @ S(h+ Ah) = Ak}]

The differential uniformity of newly constructed (See Table) is 4 which confirm its
immense resistance ability to work against differential attacks.

3.5 Linear approximation probability

The purpose of this analysis is to determine the performance of an S-box to neutralize
linear cryptanalysis (Matsui 1994). In this test, an imbalance of an event is examined and
the maximum score is computed. Let y be the set of all possible inputs, then the Linear
approximation probability of an S-box is calculated by the following formula:

#Hyly -Bx=S)-By} 1

LP = max - —.
By, By #0 2" 2

In the above expression, 8y and 8, denote input and output masks respectively. The maximum
score of LP of the generated S-box is only 0.0781, which indicates its ability to counter
different linear attacks.

4 Majority logic criterion for image protection assessment

The majority logic criterion (MLC) (Hussain et al. 2012) is the set of various analyses which
include contrast, energy, entropy, correlation and homogeneity. The key motive of MLC
is the examination of the statistical characteristics of substitution boxes during the process
of encryption. We applied our S-box to encrypt digital images and validate its effective
utilization in multimedia security and image encryption. During encryption process, the host
image is altered and such alternations fix the quality of proposed technique. The similarity
between both the images is determined in Correlation test. Notice, the smaller value of
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Table 13 MLC outcomes of generated S-box

Criteria Lena Pepper Baboon

Plain After Plain After Plain After

image encryption image encryption image encryption
Homogeneity 0.8817 0.4627 0.8659 0.4294 0.8403 0.4159
Correlation 0.9220 0.1093 0.9243 0.0600 0.8621 0.0426
Energy 0.1227 0.0184 0.1012 0.0168 0.1208 0.0175
Contrast 0.3563 9.2275 0.4359 9.6996 0.4089 10.5710
Entropy 7.4467 7.9564 7.5553 7.9566 7.2636 7.9553

Table 14 Vertical and Horizontal

Correlation Matrices Direction/image Lena Pepper Baboon
Vertical
Org 0.9073 0.9028 org: 0.8817
Enc 0.1192 0.0429 0.0307
Horizontal
Org 0.9700 0.9315 0.8761
Enc 0.1760 0.0361 0.0493

correlation minimizes the likelihood of decrypting secret information. In host image, the loss
of brightness can be assessed by contrast value. A secure encryption process demands its
large value in an encrypted image. Entropy finds the measure of randomness in the encrypted
image. The behavior and features of the enciphered image can be depicted by homogeneity
and energy analysis. The plain images are encrypted using proposed S-box. We have chosen
three standard gray images of Lena, Baboon, and Pepper with size 256 x 256 to perform MLC
analysis. The outcomes of all MLC Tests are presented in Table 13. The computed correlation
coefficients for images in Fig. 4 are given in Table 14. Figure 2 shows the outcomes of image
encryption with the generated S-box. In Fig. 3, histograms of the original and encrypted
images of Lena, Baboon, and Pepper are shown. The correlation plots for vertically and
horizontally neighboring pixels in original and encrypted images are shown in Fig. 4. These
outcomes certify that the generated S-box can be used for encryption applications effectively
and is satisfactory enough to be included in the protocols meant for the safe communication
of the confidential information.

5 Differential analysis of image protection

A robust cryptosystem is extremely sensitive to modifications in one bit of the plaintext.
Through UACI and NPCR testing, the sensitivity of the system is assessed. UACI indicates the
unified mean intensity change between original and encrypted image while NPCR calculates
the number of pixels change rate of the encrypted image if a single pixel is altered in the
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Fig. 2 Original and encrypted images

Histogram of Lena image

Histogram of encrypted Lena image
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Histogram of Baboon image
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Histogram of encrypted Baboon image
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Histogram of Peppers image

Fig. 3 Histogram analysis
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Vertical Correlation of original Lena Image Horizontal Correlation of original Lena Image
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Fig. 4 Pixel correlation plots
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Vertical Correlation of original Peppers Image - Horizontal Correlation of original Peppers Image
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Fig. 4 continued
Table 15 NPCR, UACI and BACI
outcomes Image NPCR (%) UACI (%) BACI (%)
Lena 99.87 28.83 17.57
Pepper 99.90 29.76 19.91
Baboon 99.81 27.53 18.03

original image. The following formulae are used to compute the values of UACI and NPCR:

x 100%

1 El(]vk)_EZ(]’k)
ACl = —
UAC Z 255

JK I

Y DG k)
JK

NPCR = x 100%

where E1(j, k) and E>(j, k) denote the grayscale values of pixels obtained (j, k) th position
and

0 if Ey(j, k) and E»(j, k) are equal
1 otherwise '

D(j,k):{

The percentage score of UACI and NPCR, presented in Table 15, shows the quality of our
S-box.

@ Springer I DMAC



90 Page22of24 A. Razaq et al.

6 Conclusion

In this work, we have demonstrated a novel method to generate strong 8 x 8 S-boxes. In the
literature, there are many 8 x 8 S-box generation proposals based on Galois field GF(2%)
of order 256. As far as we know, no one has applied a pair of Galois fields of order 128
to construct 8 x 8 S-box. In the 1st phase, we have generated an initial seed S-box with
sufficient cryptographic strength with the help of two Galois fields of order 128. In 2nd
phase, we consider the action of the permutation group Ceggs X C4 x C4 on underlying
S-box for additional improvement of its tensile strength and rigidity. After the S-box was
developed, execution assessment is done to quantify its cryptographic quality. It is found
that the generated S-box has excellent cryptographic qualities in comparison to other recent
S-boxes. The results of various analyses showed that the generated S-box is suitable for
cryptographic use, and proposed method is very effective to generate highly non-linear S-
boxes. Thus, we conclude that our S-box is quite useful for information hiding schemes and
various encryption approaches. In comparison to a single Galois field, the combination of
two Galois fields produces more complexity and randomness. In future, we intend to use
these robust S-boxes, developed by the proposed scheme, in multimedia security application
including image encryption, audio and video steganography and watermarking.
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